ORDINANCE NO. 15-73 OFFERED BY: Mayor Currin

AN ORDINANCE AMENDING CHAPTER 254 OF THE CODIFIED
ORDINANCES ENTITLED “EMPLOYEE HANDBOOK AND PERSONNEL
RULES”, TO ADOPT A CELLULAR PHONE USE AND ALLOWANCE
POLICY.

WHEREAS, the City administration has drafted, and the City’s Personnel Advisory and
Appeals Board has approved, a cellular phone use and allowance policy applicable to City
Officials and employees; and

WHEREAS, Charter Section 11.03 (2) provides that Council may, by ordinance, adopt
personnel rules proposed by the City Manager and recommended by the Personnel Advisory and

Appeals Board, which Board approved a proposed cellular phone use and allowance policy on
April 2,2015; and

WHEREAS, Chapter 254 of the Codified Ordinances of the City references the City’s
Employee Handbook and Personnel Rules which have been adopted into that Chapter by
reference.

NOW, THEREFORE, BE IT ORDAINED by the Council of Hudson, Summit County,
State of Ohio, that:

Section 1. The proposed amendment to Chapter 254 of the Codified Ordinances of
the City of Hudson, entitled “Employee Handbook and Personnel Rules”, as recommended by
the City’s Personnel Advisory and Appeals Board, which is entitled “Cell Phone Authorization
Policy 7.04” and attached hereto as Exhibit A is hereby enacted.

Section 2. Those provisions of Chapter 254 of the Codified Ordinances of the City
that were in effect prior to the effective date of this Ordinance and that are in conflict with the
attached Exhibit A are hereby repealed; and any other City personnel rules, regulations,
directives, standard operating procedures, by-laws, or guidelines, with the exception of
unexpired collective bargaining agreement entered into by the City, shall no longer have any
effect to the extent that they are inconsistent with the amendment adopted in Section 1 above.

Section 4. It is found and determined that all formal actions of this Council
concerning and relating to the adoption of this Ordinance were adopted in an open meeting of
this Council, and that all deliberations of this Council and any of its committees that resulted in
such formal action, were in meetings open to the public, in compliance with all legal
requirements, including Section 121.22 of the Ohio Revised Code.

Section 3. This Ordinance shall take effect and be in force from and after the earliest
period allowed by law.
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PASSED:

William A. Currin, Mayor
ATTEST:

Elizabeth Slagle, Clerk of Council

I certify that the foregoing Ordinance was duly passed by the Council of said
Municipality on ,2015.

Elizabeth Slagle, Clerk of Council
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EXHIBIT A

Cell Phone Authorization Policy 7.04

. PURPOSE
The City of Hudson recognizes the need for certain City employees to use cell phones to
complete and to conduct City business effectively and efficiently. Some positions may require
that the employee be readily available via cell phone throughout his or her work period and/or
during non-work hours.

That need can be met either by the provision/issuance of a City cell phone and/or pager OR the
payment of a Cell Phone allowance. This policy establishes procedures for the authorization of
the provision/issuance of a City cell phones or pagers OR the payment of a Cell Phone
allowance.

This policy establishes procedures for their authorization, to contain costs, and to ensure personal
and departmental accountability.

. SCOPE

This policy applies to all City of Hudson employees who will be receiving a City issued cell
phone and/or pager OR the payment of a Cell Phone allowance for their personal cell phone.

I1l. OVERSIGHT, ELIGIBILITY AND APPROVAL - GENERAL

a. Individual department heads are responsible for identifying employees who hold positions
that include the need for a cell phone. Each department is strongly encouraged to review
whether a cellular device is necessary, and to select alternative means of communication -
e.g., land-lines, pagers, and mobile radios - when such alternatives would provide
adequate and less costly service to the City.

b. The department head is responsible for overseeing employee cell phone needs and
assessing each employee's continued need of a cell phone for business purposes. The need
for a cell phone allowance should be reviewed annually, to determine if existing cell
phone allowances should be continued as-is, changed, or discontinued.

c. The City Manager will have the final approval authority.

V. ELIGIBILITY AND APPROVAL — JUSTIFICATION CRITERIA
Employees whose job duties include the need for a cell phone may be approved for a City cell
phone and/or pager OR the payment of a Cell Phone allowance based upon the following criteria
(at least one of the following criteria is met) :

a. The job function of the employee requires considerable time outside of his/her assigned
office or work area and it is important to the City that s/he is accessible during those
times;

b. The job function of the employee requires him/her to be accessible outside of scheduled or
normal working hours where time sensitive decisions/notifications are required;

c. The job function of the employee requires him/her to have wireless data and internet

access; and/or

The employee involved in frequent off hours/on-call activity.

The employee is a key staff member needed in the event of an emergency.

f. The employee is designated as a "first responder"” to emergencies.
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g. The cell phone and/or pager will enhance emergency response, employee safety, or work
efficiency.

Cell Phone Authorization Policy 7.04

V. ELIGIBILITY AND APPROVAL — BALANCING CRITERIA

Once one or more of the foregoing criteria have been met, those should be weighed against the
following:

a.

°opo o

Given the adequacy of the present system of communication, is a cell phone and/or pager
an appropriate and economical option?

Is the cell phone and/or pager merely a convenience or is it a necessity for job duties?
How frequently will the cell phone and/or pager be needed?

Can the user share a City issued cell phone and/or pager with other employees?

Is the cost justified when compared with alternative communication choices?

An employee who only occasionally is contacted for business purposes is not eligible for an
allowance; however, s/he may submit a record of these expenses for reimbursement.

VI. ELIGIBILITY AND APPROVAL BY JOB CLASSIFICATION OR INDIVIDUAL

a. Authorization for a Job Classification
Authorization on a job classification basis shall be established as follows:

1.

b

An initial determination shall be made as to what job classifications require a cell
phone, and whether the cell phone should be a "basic" phone or a "smart phone" by
each department head for each job classification reporting to the department head.

Any initial determination that a cell phone is required/recommended shall be reduced
to writing and signed.

The initial determination shall include a cost estimate and a reason shall be given for
the business necessity for the cell phone and/or pagers.

The Cell Phone Authorization Form shall be forwarded to the City Manager.

The City Manager shall make a final determination.

The final determination shall be forwarded to Human Resources so that the respective
job description is documented as being authorized for a cell phone OR a cell phone
allowance be paid.

b. Authorization for an Individual Employee
Authorization for individuals that differ from authorization established on a job classification
basis shall be established as follows:

1. In the event that a department head believes that a cell phone is required by an
individual employee rather than each employee in that employee's job classification,
or that an individual employee requires a different level of cell phone than each
employee in that employee's job classification, the department head shall make an
initial determination, which shall be reduced to writing and signed.

2. The initial determination shall include a cost estimate and a reason shall be given for
the business necessity for the cell phone and/or pagers.

3. The Cell Phone Authorization Form shall be forwarded to the City Manager.

4. The City Manager shall make a final determination.
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Cell Phone Authorization Policy 7.04

VIl. REIMBURSEMENT OF CELL PHONE & ELECTRONIC EXPENSES
If an employee's job duties do not include the need for City cell phone and/or pager OR the
payment of a Cell Phone allowance, the employee is not eligible for a cell phone allowance.
a. Such employees may request reimbursement for the actual extra expenses of business cell
phone calls on their personal cell phone.
b. Reimbursement for per-minute "air time" charges is limited to the total overage charge
shown on the invoice; expenses for minutes included in the plan will not be reimbursed.
c. The individual should make personal payment to the provider, and then should submit a
request for reimbursement.
d. A request for reimbursement should identify/document the business purpose.

VIIl. PAYMENT AND FUNDING
a. Required Submission to Purchasing
1. After the issuance of a City cell phone or pager, OR the payment of a Cell Phone
allowance has been authorized in accordance with this policy, the completed Cell
Phone Authorization Form shall be submitted to Finance.
2. A copy of the completed Cell Phone Authorization Form shall be submitted to Human
Resources for filing in the employee's personnel file.
b. Issuance of a City cell phones or pagers OR the payment of cell phone allowances are funded
by the department submitting the request using account - xxx-xxxx-52331 (Mobile
Communications).

IX. EMPLOYEES RIGHTS & RESPONSIBILITIES

a. Any cell phone that has data capabilities must be secured based on current security standards
including password protection and encryption. If a cell phone with data capabilities is stolen
or missing, it must be reported to the employee's supervisor, the wireless device service
provider, and to IS/GIS as soon as possible.

b. Employees are expected to delete all City data from the cell phone when their employment
with the City is severed, except when required to maintain that data in compliance with a
litigation hold notice.

X. ANNUAL REVIEW
There shall be an annual review of the inventory of cell phones and/or pagers users AND job
classifications and employees who are receiving a cell phone allowance by each department to
ensure designated job classifications and/or employees continue to demonstrate a need for cellular
phones.
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Cell Phone Allowance Policy 7.05 A

PURPOSE

a. The City of Hudson recognizes that the performance of certain job responsibilities may be
enhanced by or may require the use of a cellular (cell) phone or a Smartphone

b. The City will begin issuing a cell phone allowance for those employees who hold positions
where the duties of that position require the use of a cell phone. The benefits of such an
approach include:

e A ssingle phone may be used for both personal and business purposes.
e  The allowance is not to be considered taxable income to the employee.

SCOPE
This policy applies to all City of Hudson employees who will be receiving an allowance for their
personal cell phone.

POLICY

Employees, who are either authorized individually to be issued a cell phone or receive an
allowance, (see eligibility criteria below) may, at the City's sole determination, receive a cell
phone allowance in lieu of a City issued cell phone to compensate for business-related costs
incurred when using their personally-owned cell phones.

IV. ELIGIBILITY

Eligibility shall be determined based upon the City of Hudson's Cell Phone Authorization

Policy.

An employee who only occasionally is contacted for business purposes is not eligible for an

allowance; however, s/he may submit a record of these expenses for reimbursement.

V. CELL PHONE ALLOWANCE

a. Once approved, the allowance amount will be paid on a monthly basis.

b. The allowance will be paid as a flat rate per month, based on the selected service and outlined
below.

c. The City will pay only the amount established herein. Any amount in excess of the
established rates, including but not limited to charges for exceeding monthly minutes or data,
are the responsibility of the employee.

d. The allowance is neither permanent nor guaranteed. The City reserves the right to remove a
participant from this plan and/or cancel the allowance for business reasons.

e. The amount of the allowance will be determined based on the type of plan required of the
employee's position to perform his or her job responsibilities. A tiered model based on the
current market rates includes the following options:

e Voice only - $30 per month
e Voice & Data - $50 per month
e Voice, Data, and Hotspot - $60 per month
f. As the allowance is for the business use of the cell phone, the City treats the allowance as
nontaxable to the employee.
VI. EQUIPMENT PURCHASE
The City will not pay for the purchase of personal cell phones, activation fees, related
accessories, or insurance.
VIl. EMPLOYEES RIGHTS & RESPONSIBILITIES
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Cell Phone Allowance Policy 7.05 A

The employee is responsible for purchasing a cell phone and establishing a service contract
with the cell phone service provider of his/her choice.

The cell phone contract is in the name of the employee, who is solely responsible for all
payments to the service provider.

Because the cell phone is owned personally by the employee, and the allowance provided is
not considered taxable income, the employee may use the phone for both business and
personal purposes, as needed.

The employee may, at his or her own expense, add extra services or equipment features, as
desired.

If there are problems with service, the employee is expected to work directly with the carrier
for resolution.

Support from the City's Information Services (IS/GIS) Department is limited to connecting a
personally-owned PDA/Smartphone to City-provided services, including email, calendar, and
contacts.

An employee receiving a cell phone allowance must be able to show, if requested by his/her
supervisor, a copy of the monthly access plan charges and business related activity
confirming they continue to have a contract for the cell phone (accountability).

If the employee terminates the wireless contract at any point, s’he must notify his/her
supervisor within 5 business days to terminate the allowance.

The City does not accept any liability for claims, charges or disputes between the service
provider and the employee.

Use of the phone in any manner contrary to local, state, or federal laws will constitute misuse,
and will result in immediate termination.

Any cell phone that has data capabilities must be secured based on current security standards
including password protection and encryption. If a cell phone with data capabilities is stolen
or missing, it must be reported to the employee's supervisor, the wireless device service
provider, and to IS/GIS as soon as possible.

VIIlI. CANCELLATION
Any allowance agreement will be immediately cancelled if:

a. Anemployee receiving a cell phone allowance terminates employment with the City.

b. The employee changes position within the City which no longer requires the use of a cell
phone for business reasons.

c. There is misuse/misconduct with the phone.

d. A decision by management (unrelated to employee misconduct) results in the need to end
the program or there is a change in the employee's duties.

e. The employee does not want to retain the current cell phone contract for personal
purposes.

IX. REMOVAL OR DELETION OF CITY INFORMATION

a.

Employees are expected to delete all City data from the cell phone when their allowance is
severed or their employment with the City is severed, in accordance with Ohio public records
laws and City policy, except when required to maintain that data in compliance with litigation
hold notice. Removal shall be in cooperation and verified by the City Information Services
Department.

In the event the employee (or former employee) does not cooperate with Information

Services Department in deleting all City data from the cell phone when their allowance is
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severed or their employment with the City is severed, the City reserves the right to
remotely remove City Information, which may result in the loss of personal data and
information.
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VI.

CITY ISSUED CELL PHONES AND PAGERS 7.05 ClI

Purpose and Scope
The City of Hudson recognizes the need for City-owned cell phones and/or pagers and
has established procedures for their authorization.

Authorization

Cell phones and/or pagers shall not be issued to any employee without prior authorization in
accordance with City policy.

Provision of Cell Phones and/or Pagers

The City may purchase, or otherwise provide under a lease rental contract, cell phones and/or
pagers for City employees. Those employees who are issued a City cell phone and/or pager shall
follow the guidelines and procedures set forth in this policy for the purchase and use of cell
phones and/or pagers. For purposes of this policy, City employees may include part-time,
seasonal, and temporary staff.

Cell Phone and/or Pager Acquisition
Once an employee is authorized to be issued a City cell phone and/or pager, the
department head shall monitor its use.

Business Use and Long Distance Calling

To keep cell phone expenses to a minimum, users are requested to access regular (land line)
phones as much as possible when calling local numbers. However, since long distance calling is
included with the cell phone at no additional charge, long distance business calls should be made
with a cell phone whenever possible.

Restrictions on Use of City Issued Cell Phones and Pagers

a. Personal Calls Prohibited

Should an employee need to make or receive an emergency call on a rare basis of a
personal nature on the City's cell phone, or should the employee accidentally make or
receive a personal call on the City's cell phone, such use shall not be in violation of this
policy unless such personal use may constitute abuse and is extreme or becomes repetitive
in nature, in which case such use shall result in discipline up to and including discharge.
Emergency or rare accidental calls shall be reported to their Department Head within thirty
(30) days of their occurrence to be.

However, as a general rule City-issued cell phones are not intended nor should they be used
for personal use. Employees are generally not permitted to make or receive personal calls or
text messages. Doing so constitutes an unauthorized use and/or misuse of City property.
Unapproved personal use and/or abuse of the City cell phone and/or pager is a violation of
this policy and may result in discipline action up to and including discharge.

Note: Employees shall reimburse the City for any personal calls. Additionally,
if requested, employees must highlight personal calls on the monthly bill.

b. Unauthorized Charges
Costs for calling directory assistance, web usage and download fees, and any other charges
above and beyond the regular monthly service charge are prohibited, must be reimbursed
by the employee, and may result in discipline action up to and including discharge.

c. lllegal Use Prohibited
Use of the cell phone for any illegal purposes may result in criminal prosecution, and in
addition may result in discipline action up to and including discharge.
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CITY ISSUED CELL PHONES AND PAGERS 7.05 CI

VII. Audit of Cell Phone and/or Pager Use

Employees have no right of privacy nor expectation of privacy on City-owned cell
phones and/or pagers.

The City reserves the right to audit/review cell phone and/or pager bills to ensure their proper use
(i.e., costs were incurred during the course of conducting government business, not for personal
use). Any detected abuse or misuse will result in corrective disciplinary action up to and including
discharge.

VIII. Traveling
When traveling on City business, employees should use their City issued cell phone for business related
calls.

IX. Care of Cell Phones

1. Employees must safeguard any cell phone and/or pager equipment in their possession.

2. As with all City property and equipment, employees are expected to take reasonable care
of the cell phones and/or pager equipment.

3. Any necessary repairs or malfunctions should be reported to the IS/GIS Department in a timely
manner.

4. The loss of any cell phone and/or pager equipment shall be reported to the employee's
supervisor immediately. If theft is suspected, the police should also be notified
immediately.

5. All employees assigned a cell phone and/or pager equipment will be responsible for their cell
phone and/or pager equipment. If it is lost or stolen, the employee shall notify their immediate
supervisor and the IS/GIS Department.

X. Return of Cell Phone
When an employee no longer has a demonstrated need for a cell phone or pager, or when the
employee terminates employment with any City Department, that employee shall return any City
issued cell phone and pager equipment.
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CELL PHONE AND PAGER USE POLICY 7.06

l. Use of Cell Phone While Driving
Employees shall exercise extreme caution when driving and talking on or using cell phones.
Unless utilizing a "hands-free" speakerphone option, employees should stop their vehicle as soon
as safely possible to answer and use a cell phone. Violation may result in disciplinary action up to
and including discharge. Exception may be made during emergency response.

Sending or receiving text messages or e-mail while driving is prohibited at all times.

1. Traveling
When traveling on City business, employees should use their City issued cell phone or cell phone
for which they are receiving a cell phone allowance for business related calls.

I11.  Cell Phone and/or Pager Must be Kept in Possession
Authorized employees are expected to have their City issued cell phone or cell phone for which
they are receiving a cell phone allowance in their possession at all times during their work shift.
The cell phone or pager may be turned off or silenced at appropriate times during meetings and
conferences, or for safety related issues.

Employees may also be required to have their City issued cell phone or cell phone for which they
are receiving a cell phone allowance in their possession at times other than work time, so that they
can be contacted by the City.

IV.  Voice Mail and E-Mail
Employees that are on vacation or other extended leave should leave an automated "out of office"
response for both voicemail and email with alternative contacts to assure customer concerns are
met.

V. Texting and E-Mail via Cell Phone or Pager
Use of a City issued cell phone, a cell phone for which an employee is receiving a cell phone
allowance, or even a personal cell phone which serves to document the City, its functions, its
policies, its decisions, its procedures, its operations, or other activities of the City shall be
conducted via voice or e-mail.

Texting any information which serves to document the City, its functions, its policies, its
decisions, its procedures, its operations, or other activities of the City is prohibited, because the
"public record" cannot be preserved.

V1. Prohibited Communications
Personal cell phones (during City business hours) and City issued cell phones and/or pagers (at
any time) cannot be used for knowingly transmitting, retrieving, accessing, attempting to access,
or storing any material, data, site, or communication that is:

Discriminatory or harassing, or

Derogatory to any individual or group, or

Obscene, sexually explicit, or pornographic, or

Defamatory, or

Threatening, or

In violation of any license governing the use of software, or

For any illegal purpose, or

Online gambling or gambling sites, or

For any other purpose that is contrary to City policy or business interests.
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CELL PHONE AND PAGER USE POLICY 7.06

This list of prohibited uses is not exhaustive and is not to be construed to restrict the City, in

any way, from taking appropriate disciplinary action should an unacceptable or inappropriate
use occur, as determined in the sole discretion of the City, which does not fall into one of the
above listed categories.

Use of personal cell phones during non-business hours for some any of the forgoing purposes
may also be a violation of City policy (i.e. harassment of another employee), which also may
subject an employee to disciplinary action.

VII.  Access to Employee Communications
The City of Hudson reserves the right, at its discretion, to review an employee's cell phone
usage to the extent necessary to ensure that usage is in compliance with the law, this policy,
and other City policies. As such, employees should not assume that use of a City issued cell
phone and/or pager, or a cell phone for which an employee is receiving a cell phone allowance,
are completely private. Accordingly, if an employee has sensitive information to transmit, they
should use other means.

Approved by PAAB: April 2, 2015 Page 2
(01821362 - 1}



